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Matt Matt Going to Cisco Live? 12 KB

that several of you are going to Cisco Live in Las Vegas! That is so awesome, I wish I could go. Ihave always
£gas a 1ake some killer money at the card tables. [ found this site that has a bun

Chuck Robber [SUSPICIOUS MESSAGE - This is a potential Phish] Here are the links to the work you must review 22 KB
ell team, It seems like the attachment I sent is getting blocked. Here is a link to our dev site to check out the trainers we
ed to get evaluated ASAP
tage ure-wel isco.com/1-iLgOGSTSREGUEI ZtZ2OMVIKeQVpBa-RyWhkgtCqR_XE
Chuck Robber [WARNING: MALWARE DETECTED - Attachment Dropped]Report Generator 9 KB

Mail System Admini... How is our service? 117 KB
Hi Devnet tean L 3t L heck in and see ho your e ail is working. Please taket t
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URL &) EELHEHIAAIMN .
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Cisco Security
Cisco

The requested web page may be dangerous

Previewing http://devnet.letmein.ml

Cisco Email and Web Secunty protects your organization’s network from malicious software. Malware is designed to
look like a legitimate email or website which accesses your computer, hides itself in your system, and damages files.
Your email administrator has configured this prevention system to ensure against such damage.

A a8 "\
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(. | don't trust l b l aCk

. this site

/ o Leave this h(
site and dacCc,
CliCk report it as

malicious. com hot deck

| trust this
site e

) Leave
protected
area and visit
this site

directly.
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DNS ZEThREEB BB LR Ol RE#A P ik, BT ARIERKM ERRSSR) LR EHEiE. Itk DNS &
ML 2 IREARNAEARWEAIIINGBEEFABEERERIPRE, MARREFRIFMLE. REFRB IR
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HE 11 FrRER PR R E IR R R A= 8 DNS kR EE AR 2 EN.
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This domain is blocked due to a security threat.

devnet.letmein.mi

If you think this shouldn't be blocked, please contact your network administrator.

Diagnostic Info v
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XfHEmE) B EERE. BRNSREERAHF (AMP) 22 EARA R RGHMREXH. MREHMX
HEEEN, RERHELERE, WE 12 Ffix.
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Q Warnlng'
Threat Quarantined
email-survey.pdf.exe has been detected as

N32. EQCADSJ\:‘CC 100.5BX.TG. Quarantine was successful.

G 20f 2 Q

MRXHBTREESE (UHARIIMEREALERAIXMN) , RESFHEBENLEEE Threat Grid #1757
(FEFINCEMITR) , HFEERBEHEZ2IEEREQNEIIEEENTER .

AMP Z&ERXHER . XHEE. (TARAMPES T, TUELEEYNNRAINESERRRZ LRNIT, B
A AR LR SO ZR R A ST AT HOS ELIRR

g, FTiLCERIMRIME, AMP SiSBESHICRAZPHREXHES. WRBABENXHITATE,
AMP ATt I TE MR N AL EER . AMP SHEIIFEERHTANFEARLIEE, SIEEHENMKHAL
BEMAN. KEMEMNEREEARITHRE. RE, AMP AILARIE IR BRREE, B FENBHIEHHE
&8, & 13 A AMP I ERER ST 7E R Gt P AVIR1E

13 - AMP & &35
Jul 13 Jul 29

10:13 10:32 1leD6 801 1601 18:29

taskhost.exe [PE] - - O @ 4.
iexplore.exe [PE]
email-survey.pdf.ex... [PE] @@ @

iexplore.exe [PE]

BB

FAHEH Talos HIBA (BRBEMIFIREI) BXESHEHGEERGHFARTIL TB iHHIEEE, FHE AMP i
EIFRAR 2 RIRHIFTIR. 1L, SEPEINRER LUKHE 500 ZHITRRIX R B EMITESETS S
T, A& RS AR B B o
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BEBELAER Talos #1 Threat Grid B #7512, BILAEERERE 20-30 43§40 I ] £ dB 14 B {4 A0 ST 34T
DHHDPEATEREIIER G AT, KREEMESTHRT
HINRIRAIATREM . B 14 AR ABARAA R

14 - XD RS

aslz.

o 1y THreaofGRID

Metadata

MR F IR TR R

Analysis Report

ok g
Remn

Behavioral Indicators Network Activity Processes Artifacts

B KEERIT AR,
BN s R RV BRI AR AT IR S

Registry Activity

ID 28cbeee1bb1eadc884edd8470d Filename fpzryrfexe
8205f4 Magic Type

os 7601.18798 amd64fre winTsp1_ Analyzed As exe
gdr.150316-1654 SHAZ256

Started 7/29/16 18:44:43 cd7da

Ended  7/29/16 18:50:39 SHA1

Duration 0:05:56 MD5

Sandbox phl-work-02 (pilot-d)
Warnings

© Executable Failed Integrity Check

File Activity

PE32 executable (GUI) Intel 80386, for MS Windows

aldeB58168fd5ebcf29dc5da5dd29ced3478772ad
dde7d778edf8d581ffaadbl610aaabes

2016 £ 9 A

}i‘ ﬁ /)JJ ft

FRERER D ST

e9caB8a3cc2fB8c9748a9e9b304c915albdB830066e5467d3dd5927belbte

Behavioral Indicators

© CTB Locker Detected Severity: 100 Confidence: 100
© Generic Ransomware Detected Severity: 100  Confidence: 95
© Excessive Suspicious Activity Detected Severity: 90  Confidence: 100
© Process Modified a File in a System Directory Severity: 90  Confidence: 100
© Large Amount of High Entropy Artifacts Written Severity: 100  Confidence: 80
(+] Severity: 80 Confidence: 90
©D Severity: 70  Confidence: 100
[+] Severity: 60  Confidence: 100
© Process Modified File in a User Directory Severity: 70  Confidence: 80
© Windows Crash Tool Execution Detected Severity: 20 Confidence: 80
© Hook Procedure Detected in Executable Severity: 35  Confidence: 40
© Ransomware Queried Domain Severity: 25  Confidence: 25
© Executable Imported the IsDebuggerPresent Symbol Severity: 20  Confidence: 20
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MHEEREEXHRIAANERBRE N CHRES. RNSHXLEELLEE AMP WET ZHIFRME,

DAIEEE. REWERE, BRERXHERTIEE, RERSXEENERNIMEEX R BRI R MREAD
MHEEERY, BUUAEREXHNHANEMSRMUE, ATRORRITELZEHNR. i, BRBHMB

oyt (CTA) SERTIBERT AEE T RS FERNMINEZE I XL MTERGRIER, BEITED B
TR EFE]

P 4% B A%

E#} Stealthwatch AIANER]. WEFMEEEAENMALRRHITAMEMREBER. 2R R EEMNLE,
FHEHSIRT MG BN Z I 1B L IR E I R E 54

Stealthwatch 1§ L LR, MERREA TIEERE NetFlow BHIEHEITHH, BELHAKRERFMIE
FEERELZ. RBEBXFELZ, JLNBEHNRTESAMGIXE SRS ERRGE, ?ﬁ““Eﬂﬂ%‘%i@Ziﬂ,ﬁt
i1, EREBRANZIFHERRY. 7HNIELRS (DDoS) W& SRFFEIMEREA (APT) FMREREEL. EXER I
EA-FREMAR-ARE (EERE) RESNMER, EIATPORAE 2 S EE,

Stealthwatch 5ER S ARFZSIEMER TrustSec AL ESEM . BAILIBELERSIRAAAMARSE, HIRTE
RGITABSNEERNNE R~ HITEH TR,

ETHMEITITR
?JT?E?&H&BEU:%%H#%?% RiZRAR TR PHERBITIRIAFNZREMAG N HHE, BREHRRGOER
SREEMEZ DR L ZRHFINEFERINRG, UEERIMAZARNE 1IE7]LI—‘6 BRI

BRI B3RS 51E (ISE) BYBR TrustSec AT EHMIMEZHITH BRI LRET ARNTEES. RABH
TrustSec BAR, TMRBHIHFENLEERR, RIER. AP REMALEIEE MM SR,

IR EERRIC (SGT) fa, REWHIEAESHFREHEIENZREAFREHDIMSZHIE, TENEHINET
2, NACGHRERABLTERTLMEIZNTBZ UL .

B 5 Stealthwatch &£k, HRFEMEFNFETALMZRRRRG, SHRSSIEAMLUURBERMLITAL
ERNTE, HNHATER SCGT REIFXLRGIRE, ILMEMERERTEIERSERF.
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BH Firepower T—XBAHE (NGFW) B E X TEMPBEN T—KEAIE, ERZMHIIGgETE2ET—5F, HAEX
BH—E1E. MNMERKRIE, NGFW mfLLARGAETIEE. NREH]. BGEHMSREEREGFFIFRE‘EEEMNS
—RIEEIE, HhE—NHaiREE SN & ARG BIMEEEE .

HEARAMRERUBEN B, EREMINEER ANETIE, HEHREMEOTN. #idfE Lk &ML SR (6
HiEE, TARRBISBENTE, BEMREISGAVFHRR. REMHYL, HEIEBLBTEAML. FIH
e, HERIESARRMEERUARENSE D FERNEE.

Firepower NGFW FIUASEII £ HAVRIGETE, #£H17508), FHIENE. METERYE, HREELTIAXRREEE
TS BHRIREMARERRE .

/= Iebe

B3 Firepower EI2HLFHITETR

XEATMEREEENEEPR. BATNEREEE EXNAE,. RAEH, AR, URL TEMSHE
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SEEFALEIE

R 3T AFRREBEBRS REIEMNR e~ m. BXERNETARSHINETINAERBRERE
HITEE X T RERBIC R EEN R .

*® 3 - EITHIERI MR T A

FEEh AR £a TN
ERE RS KA AMP iR e% & = v10.0.0-071
Umbrella Roaming 1 | E 4B £R 5N ERH0:EH5F F B9 DNS 24 LIETEE Pin v2.0.189
ETM4R DNS fx1F | ARG R. HEAEAIBEEIMALEH

4% DNS
SR EER R H B4R iHEEVLFG BRI AR =& Pint&in v4.4.2.10200
(AMP)

BRzmEtes

UT LR A HRERSZEHIHEZSITATEERBENMERIETZE, MUEEMHRET RS
HBH R R G E SR FFEAE R (APT). X TH#R%EH CES, BIANRNS TEAVE 17 2.

HERA PORIESE “HRHIRRE” > “PRNEBHFERER” o
17 - FhERZ HIRAIA SR

e~
Add Policy...

Order | Policy Name | anti-Spam Anti-virus Advanced Malware Protection Graymail Content Filters | Outhreak Filters | Delete
Default Policy | IronPort Anti-Spam Sophos File Reputation Mot &vailable | Disabled Retention Time:
Positive: Quarantine Encrypted: Deliver Unscannable: Deliver wWirus: 1 day

Suspected; Quaranting | Unscannable: Deliver | Malware File: Drop
Wirls Positive: Drop Pending Analysis: Deliver
Mailbox Auto Remediation: Disabled

RN REE T, RONFEHRBRLTERENIF. ARTIEFIREBLTIEFNRARBITE.

RoEE BRI

_|_

SREERERTFRE N T 73 B SE a4 M R F B B AR TSRS M B -

o RENBHXHHIEE

o IEARIEERRS AR L ST HITT A

o HERSHIEERFHEITEIDIABE, FERENBIMIIXHENERMLEEENE
X LETHREIR AT A TAENER o ANVl AN E) 65 H dR A 321
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FE A RiE “BUAKREE” 8 “SREERERIF 5 AR HEITIE K.

& 18 - BN KRB SR E BB

Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings
Policy: | DEFAULT

Enable Advanced Malware Protection for This
Policy:

® Enable File Reputation
! Enable File Analysis
O No

Message Scanning

4 (recommended) Include an X-header with the AMP results in messages

Unscannable Attachments:
Action Applied to Message: | | Deliver AsIs ¥

Archive Original Message:

Message Subject: | " Append

I[WARN ING: ATTACHMENT UNSCANNED]

b Advanced | @Ptional settings for custom header.

Messages with Malware Attachments:

Action Applied to Message: | | Drop Message ¥

Archive Original Message: | _ ) No  ® vag

Drop Malware Attachments: No “ Yeg

Modify Message Subject: Mo ® prepend Append

I[Wﬂ\RNING: MALWARE DETECTED - Attachm

b Advanced | @ptional settings for custom header.,

Messages with File Analysis Pending:

Action Applied to Message:

Enable Mailbox Auto Remediation (MAR)

Mailbox Auto Remediation Actions apply anly if Mailbox Settings are configured. See System Administration = Mailbox Settings .

Action to be taken on message(s) in USEr's | (o) pow-rd tor I
mailbox:

) Forward to:
and Delete

B IF IR GRS, EAE RN AR e
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$E]2 A CTERROME 1 XHSRFRE” XMMEREE XA ER" .

T BB, ATUUMBRMME. MHEEERESEMEERME—EEZF. RELNHMERE
EFEAN R

$I 3 TORBLE “N A THRHEVRIE” > “EFEH” .

T XA ERGFENEG, ATLUREHALREER. RFEREXEMHE, EESFSIZREIER. M%W#
2EER, WEREMTRELE. MRBEINGERER, RGEEHOBIZEME, FHAEEREER AT ERNE

$IR 4 TORECE “NATEAHRIRIE" > “RE” .

833 B R ErFE B34 (MAR), FTAEBMFIEHEERAEENEAT, MERESIEE| A FERFEaIHR

$ERS BiEEd “BRA” BE MAR, HRBREREHN "MK .
$IR6 ERRXLEENE, mE “RR” .

EEARE B RAXHEEMDINIRS R, ZRSELRE AMP SIZUUKTEMEHITIRE . XHI TR ERIIA
BERNEE, ESWE Windows F1 DoS AT, BREERNIZIEFEMES RIS LB,

TR Rk “22BRS” > “XHEENDR .
$IR8 ®EF “wisERRE”

E 19 - X7 E
Edit File Reputation and Analysis Settings

Adv a ced Malware Prot ection services require network comm nication to the cloud servers on ports 32137 or 443 (for File Reputation) and 443 (for File Analysis). Please see the
Onfine Help for additional details.

File Reputation Filtering: | ¥ Enable File Reputation

File Analysis: (2) | (# Enable File Analysis

File Types: |

¥ Adobe Portable Document Format (PDF)
¥ Microsoft Office 2007+ (Open XML)

¥ Microsoft Office 97-2004 (OLE)

¥ Microsoft Windows / DOS Executable

¥ other potentially malicious file types

b Advanced Settings for File Reputation | AdVvanced settings for File Reputation

b Advanced Settings for File Analysis | Advanced settings for File Analysis

$E9 WmEEAE 19 Bk, BREMXHRE. aFfF R .
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BLEHRURG MR DRI EEAMAM MBS, EXXHIMASWEAITRE. WRHE Web MTEFHFTIF
BREMAHZIRLINGE, XLEMARATUERE EAMIZIT,
BRI, RIFRERAETIEMERAT AR B BA M-

e s
o wsf
e .vbs

AEFMNEARELIER, EFE X LMHAIERH.
S 10 ORI “IRHEREE” > “BEARBIIER" > “RMEESR" .
B 11 N FEAR M2 FRFA AR

Z#R: BlockScriptAttachments

R BB TR AR B A PR ZRE M js. .wsf 8¢ .vbs

T 12 RmE “RIMEHT > “MHXHER” > “XHREE s .
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20 - FEABLIBIRFMT

Edit Condition

Message Body or Attachment

Message Body

URL Category

LRL Reputation
Message Size
Message Language

attachment Content

Attachment File Info Help

Does the message contain an attachment of a filetype matching a
specific filename or pattern based on its fingerprint (similar to a
UNIX file command)? Does the declared MIME type of an attachment
match, or does the IronPort Image Analysis engine find a suspect
or inappropriate image? Is the attachment corrupt?

® Filename:

Attachment File Info

| Ends With =l |ist *

attachment Protection
Subject Header

Other Header
Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hosthame
Reputation Score
DKIM Authentication
Forged Email Detection

SPF Yerification

S/MIME Gateway Message
S/MIME Gateway VWerified

CDuplicate Boundaries Yerification

Cancel

i Filename contains term in content dictionary:

o content dictionanies are defined, See Mall Policies =
Dictionaries,

& File type is;

|Is j |CDmpressed j
T MIME type is:

s =]

& Image Analysis Werdict:

This condition s currently unavallable because the service Is
not enabled, See Security Services > [ranfort Image Analysis,

& Attachment is Corrupt

*) gocepts regular expression

$IR 13 R “BAE” .
HR 14 TR md “RIMBE” > “EXHEEMBRMHE” > “XHREE sV .
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21 - MEAATIERRE
Edit Action

Quarantine
Encrypt on Delivery

Strip Attachment by Content

MR F IR TR R

2016 £ 9 A

Strip Attachment by File Info

LIRL Category

LIRL Reputation

Add Disclaimer Text

Bvpass Outhreak Filter Scanning
Bvpass DEIM Signing

Send Copy (Bcc:)

Matify

Change Recipient to

Send to Alternate Destination Host
Deliver from IP Interface

Strip Header

Add/Edit Header

Forged Email Detection

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Mow (Final
Action)

S/MIME Sign/Encrypt {Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel

S 15

R “HE” .

Strip Attachment by File Info Help

Crops all attachments on messages that match the specified
filename, file type, or MIME type. Archive file attachments (zip, tar)
will be dropped if they contain a file that matches, IronPort Image
Analysis will drop an attachment for images that match a specified
IronPort Image Analysis verdict,

®& Filename;
|ends with x| |.is#l *

" File size iz greater than:
| Bytes

O File type is:

[l

| compressed

& MIME type is:

& Image Analysis Verdict is:

This actian is currently unavailabie because the service Is not
ehabled, See Security Services = [ronfort Irmnage Analysis,

Replacement Message {opfional)

Hey, vour message had a Script file attached, ‘We removed it and saved
youl

(*) gocepts reqiar expression

o

Xt .wsf Fl .vbs IXHXRBBES FIR 12-15. HRAMTIERNESE 22 PRS- TURE.
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22 - AT MIBREA S AR IERR

Edit Incoming Content Filter

Content Filter Settings

Mame: | [BlockSeriptattachments

Currently Used by Policies: | Default Policy

Description: | [Save people from Ransomware by blacking script attachments: js ar .wsf or .wvhs

Add Condition... Apply rule: | If one or more conditions match ;l
Order Condition Rule Delete
1 Attachment File Info attachment-filename == " jsg" ]

2 a | Attachment File Info attachment-filename == ", wsf§" ﬁ
3 4 | Attachment File Info attachment-filename == "vbs$" |}

Add Action...

Order Action Rule Delete
. - drop-attachments-by-name" js£", "Hey, your message had a Script file

1 Strip Attachment by File Info attached. We removed it and savéd yDuJ!") @
’ ) drop-attachments-by-name(" wsfE", "Hey, your message had a Script file

2 4 | Strip Attachment by File Info attached. We removed it and saved youl™) @

3 a | Strip Attachment by File Info drop-attachments-by-name(".vbsE", "Hey, your message had a Script file @

attached. We removed it and saved youl™)

Cancel

H$ER 16 TG, RE R .

Submit

£ “BUARER” BRI “RETIEes"

L7 RORIESE “ERFORRE” > “PRAERARSRER” > “ROAREE” B) “WAELIEE” FIhey "B H
HATIZE

IR 18 MThiFIRPIESE “BRARIIER , EhHOENTIESRN “5R” 5.

23 - BRARBEIEMITIERS
Mail Policies: Content Filters

Content Filtering for: Default Policy

|Enab|e Content Filters (Customize sethings) ;I

Content Filters

Order | Filter Mame Description Enable

1 BlockScriptattachments | Save people from Ransomware by blocking script attachments: s or owsf ar whs [

Cancel

Subrmit

$E] 19 ThE, RE ‘R .
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Tﬁai%ii TIERRBERIP BRI BE R ZANRFREEL, NEALNIRIEFREREEEETEN, HlanMe

ERAEER AR ENSERST MRS XREBRANEE, FASREMBMNERKRS, AL
555.’”‘ INEREY SV aN: D) D

MTEHRE, RERLTERNAGH, ERFRNITEREAHIERIIGE, W UXERHEIT URL ES. #§T
ﬁﬁiﬁ’l[ﬂﬁ:ﬁi Lt InRES @A R FIEELL IR

FE20 FORIERE “ERHIREET > “PEAEBHEIRER” > “FOAREE” B “HmEBRLTLIER" FIhH “(REERYE”
HHITEK.

[E] 24 - FRE R A& IT IR I HR 418 AN

Mail Policies: Outbreak Filters

Outbreak Filtering for: Default Policy

| Enable Outbreak Filtering (Customize settings) v |

Outbreak Filter Settings

Quarantine Threat Level: (7) |[3 ¥ |

Maximum Quarantine Retention: | vira| Attachments: l— |Days v

Other Threats: |4 |Hours v |

|| Deliver messages without adding them to quarantine

Bypass Attachment Scanning: b | None configured
Message Modification

¥ Enable message modification. Required for non-viral threat detection (excluding attachments)

Message Modification Threat Level: (2. |3 A |

Message Subject: | | prepend v |[SUSPICIOUS MESSAGE - This is a potential $threat_category Insert Variables | Preview Text =

Include the X-IronPort-Outbreak-Status headers: | 5, £naple for all messages

! Enable only for threat-based outbreak

/ Disable

Include the X-IronPort-Outbreak-Description header: § 5, g apje ]

. Disable

Alternate Destination Mail Host (Other Threats only): I
(examples: example.com, 10.0.0.1, 2001:420:80:1::5)

URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious cutbreak emails.
' _Enable only for unmgned messages (recommended)

®  Enable for all messages

ra

 Disable

Bypass Domain Scanning (7)

A
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001:db8::/32)

Threat Disclaimer: | None v |
Disclaimer text will be applied to the top of the message body for Suspicious and Quarantined messages. To create
custom disclaimers go to Mail Policies > Text Resources = Disclaimers

[Submit |

HIR 21 ERHENTEER, AT “RX .
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Web B &R

EB) Web EmpiRER, EEAAIMNREATERMBAHZEREETIM URL WEIKAF. ATUREESEEEE
HERE, BRI EENRPREREERNER

RIABERT, Web EFIRERCTRERARS. EREFRBSBLLIEFMESH URL, @413 Web ERiRER.
HIR 22 oRiEE “22RS7 > “RERLLIESR" > “REEERE”

25 - BT REHFEAN Web ERIRER
Edit Outbreak Filters Settings

Outbreak Filters Global Settings

¥/ Enable Outbreak Filters

Adaptive Rules: | ¥/ Enable Adaptive Rules

Maximum Message Size to Scan: |512K Maximum

Add a trailing K or M to indicate units.

Emailed Alerts: (7) | ¥ Receive Emailed Alerts

Web Interaction Tracking: (2) | & Epable Web Interaction Tracking

 Cancel | | Submit
HER 23 g “ERHER” R0 “Web EFIIRER” SikiE. RERTE X .

NRTERIEREREMESH URL, BT 7E URL @8R EHE A Web ERiRER.
HeR 24 oRiEE “&Z£BR%” > “URLZIE” > “BRA” .

& 26 - AT URL i3iEs507 Web BERRER
URL Filtering

¥ Enable URL Category and Reputation Filters

Use a URL whitelist: (?) | [none ¥

Web Interaction Tracking: (Z) | ¥ Enable Web Interaction Tracking

HIR 25 ik “BRA URL XAFEEDIRE" M “BA Web ERIRER” EikiE, AEaE “183Z” .
TRBEENGE, FERXENS GEEXLEHMEEEN.

PR 26 REALANERE “RXENR” 12, BTEIMIR, RErd "“BREX &#%.
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EFl Umbrella DNS %4

Umbrella Roaming & Fin Al AR ARB IR HARIF, TiRXLEBRA T s EZR ERKMN. 2% ik T
ERANT: BTBHLIKE OpenDNS £IKMEHKEH L2 —, REMGEEKWE DNS ERHEEHME@ME
Umbrella ZE =M%, AMZBEREFHERRHFNHAREIEE, BHLETENERIANR.

ERANE TSR 3g/4g TELTERMENEEKMETEN, & Wi-Fi #c (Fliis. e, 78S,
) AN AENL, URATAMEHRLE M X ER AR Z 2] Umbrella RIFEIMZE H .

FETEREIECE SR AT SRR . X THMZEEHFEPHIIER, 15AE):
http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf

BE& Umbrella Roaming

WE 27 Fr7R, {RIEHER Umbrella Roaming BY= e AR 2 B L AORES, RELEEZERNREE.

27 - B& Umbrella Roaming BYiTE L SR E&
POI |Cy Security Settings *

The default security settings are chosen to maximize protection while minimizing false positives. Selecting
additional categories may increase false positives, while deselecting default categories will increase your
threat exposure

Security Settings

U Malware, Phishing Attacks, Suspicious Response, Botnet, Drive-by = PREVENT
Downloads/Exploits, Dynamic DNS, Mobile Threats, and High-Risk v Malware
Sites and Locations will be blocked

¥ Drive-by Downloads/Exploits

U Allow Domains

No domains whitelisted ¥ Dynamic DNS

¢ Mobile Threats

U Block Page Appearance
Preview K

# Suspicious Response

ADVANCED SETTINGS CONTAIN
v Botnet
® Log All Requests

¢ Phishing Attacks
Log Only Security Events

ADVANCED THREATS

Don't Log Any Requests ¥ High-Risk Sites and Locations

B Umbrella

FEERER Umbrella =@ AI AR, EFMBENRERMBRP. ZTREE—HEMEEAREER, HhE
EIRFITEEMEANNAR, XERFERTTLRREE R ZE T TR AERMEE (FlankEE.
PP/t =, MUIRIKHL) - BRT RIEBENRIEIN, ERETHEREREATH. & 28 B THEIEMKXSER
B “EREE” .


http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf�
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28 - Umbrella =3&H&

Category Settings o
Policy Settings -
Category Settings -
High-Policy
@ High News/Media
MNon-Profits
#|| Mudity

«|| P2P(File sharing

Parked Domains

«|| Photo Sharing

= =]

None Podcasts
Politics

«|| Pornography

ST BEITEMAERMEZ DNS fRFSH[HVELM S, ATLIAEANWEREA Unbrella. 5% DNS lRZHREE AN
¥ Umbrella BR S 831ER4E 458, MIEBITHNEBERITIRE . XHEMEFETMTAIBME ARG LHE
Umbrella & Pk, MMSLEIERMNITE PRI, RIPMEFH—T. U SEBER AR NEREN R
FEhiTEORREE, 1% Windows DNS # 4Bt E F{E A Umbrella.
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TE 1 ERZETITET, $TF Windows DNS 3L,

29 - Windows DNS &8 38

Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

0 Configure this 04 | aos egit

Component Services

J SERVER MANAGER

2 Add roles and feaj Computer Management

Defragment and Optimize Drives

3 Add other servers|__|oNS N
Embedded Lockdown Manager
$IR 2 IRFERIBRIRSER, REERE AR

[&] 30 - Windows DNS &34 % 22

File Action View Help

é DNS Name
4 § WIN-AD il Global Logs
b (i) Global Logs .| Forward Lookup Zones

p | Forward Lookup Zones | Reverse Lookup Zones
b | Reverse Lookup Zones " Trust Points
p [ Trust Points

= __| Conditional Forwarders
i .| Conditional Forwarders

i Root Hints

T ——

$IR3 i ‘IR
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31 - %48 Windows DNS 3£ % 28

Debug Event |  Montoing |  Securty
Interfaces Forwarders Advanced |  Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

IP Address Server FQDN

[#] Use root hints f no forwarders are available

Note: i condttional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view condtional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

| OK || Camcel || oy || Heb |

T4 I\ Umbrella DNS AR £ 22801t 208.67.220.220 #1 208.67.222.222, ARigs® “HHE” -

32 - %1 Windows DNS £ % 28

Number of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.
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$E5 R “ME” RRESGFAHARERO.

33 - SEAR AT Windows DNS EIB 22 A & i

Debug | Eventloggng | Montoing | Securty
Interfaces Forwarders |  Advanced |  Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

[¥] Use root hirts if o forwarders are available

Note: if conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

% DNS AR5 2R[MEABAQA IP bR NE Umbrella FEINLE S

:/EEE%B {K;ﬂﬁ*}__ “EEE” > ii%{ﬁ” > “W%” o
FE]T REINS ERRR A EI L

[& 34 - {10 Umbrella DNS 4%

S Networks o 0
Identities - L
Roaming Computers 1
A network may be single public IP address (static or dynamic) or a range of public IP x
Mobile Devices addresses, depending on the size of your network. Add a network to Umbrella to extend
e protection to any device that connects to the internet from behind that IP’s network space.

The public IP of your network is 31.220.65.225.
Intemal Networks

Network Devices
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35 - BLE#M LK

Networks

= L
Identities -

A network may be single public IP address (static or dynamic) or a range of public IP addresses, depending on the size of your
network. Add a network to Umbrella to extend protection to any device that connects to the intemet from behind that IP's network
Nofaorks space. The public IP of your network is 31.220.65.225

My DNS Server Public IP 31.220.65.225 | 32(1IP ¥ Dynamic (

Enable a daily stats email to

o

IMAE, ERARBMEE DNS IRSH[AMAERSGMEZRRIF, MAFENRSHAVIETAER DNS Ak 5as % Y

TEK

ARSI ERETA DNS EifR(E, HAAMEEREMERNEURZBNMBRIZE]. B 36 imASIt TE

N ST e A 2K AOPR I 3 SRS RIFR LIRSS R . BHME S B8 Umbrella Roaming & Fifm R4 M%k B A
#B DNS AR5 3eHIE A,
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36 - Umbrella fE - 152536
Activity Search ~ RN

ke

Activity Search - All identities - All Destinations - All IPs - All Responses - Last 24 hours (UTC-07.00 Change time zone) - All Categories -
All Security Categories

Time ati Record gory Identity X Intemal [P
Jul. 29, 2016 3:31:28 PM (] ssl.google-analytics.com A Search Engines 1 Devnet-7 31.220.65.225 N/A
Jul. 28, 2016 3:31:28 PM (] js-agent.newrelic.com A Software/Technology. Bu... | [ Devnet-T 31.220.65.225 N/A
Jul. 25, 2016 3:31:26 PM (] bam.nr-data.net A Software/Technology 1 Devnet-T 31.220.65.225 N/A
Jul. 29, 2016 3:31:26 PM devnet letmein.ml A Malware Devnet-T 31.220.65.225 N/A
Jul. 29, 2016 3:31:25 PM 0 WIWW.CISCO.Com A Software/Technology. Bu... | [ Devnet-7 31.220.65.225 N/A
Jul. 28, 2016 3:31:25 PM devnet.letmein.ml A Malware I Devnet-T 31.220.65.225 N/A
Jul. 25, 2016 3:31:06 PM (] c.global-ssl fastly.net A ﬁgﬁ My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:31:04 PM devnet.letmein.ml A Malware ﬁiﬁ My DNS Server ... 31.220.65.226 N/A
Jul. 29, 2016 3:31:03 PM O WIWW.CISCO.Com A Software/Technology, Bu... ﬁ% My DNS Server ... 31.220.65.225 N/A
Jul 29, 2016 3:31:03 PM I devnet letmein.ml A Malware lsﬁ My DNS Server 31.220.65.225 N/A
Jul. 29, 2016 3:30:24 PM whitehouse.com Parked Domains, Nudity,... |fg& My DNS Server ... 31.220.65.225 N/A
Jul. 29,2016 | 3:30:14PM My DNS Server... 3122065225 |NIA
Jul. 29, 2016 3:30:12 PM pornhouse.com A Parnegraphy, Sexuality == My DNS Server ... 31.220.65.225 MN/A
Jul 29, 2016 3:29:53 PM 1 clients1.google com A Search Engines iﬂ My DNS Server 31.220.65.225 N/A
Jul. 29, 2016 3:29:53 PM (] bam.nr-data.net A Software/Technology ﬁ!ﬁ My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:29:50 PM www.box._net A File Storage, Business S... }% My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:29:44 PM ssl.google-analytics.com A Search Engines ﬁ!ﬁ My DNS Server ... 31.220.65.225 MN/A
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HA&iS N BRSREELRAR (AMP)

AMP 2—METFT =/ “HREEIRS” MRAAFR. HIZREKFGE, BEERERE, AEELIKLIHME AMP 2
BUERRR. iﬁm%m@ﬁﬁmFMmmm&hMmemﬁAMmm%%MLﬁ% NRELBFRSHIPRFAR
H, FEANNEENBEEAMSER AMP AAB=EMIES, BiZZRAEAEREREIEINERZA.

BRER FireAMP 25| 88, RERETREXRERRS. ﬂﬁ%THh%“ﬁL RYERIRIEECE FireAMP If
B GERRESRGIINA WERE, BERBURGEE., XESBUNEESHE (PENIERE) 4, it
TBEE.

ATRABRRBEANNINZRGGE, ERTRUATIINEELRE. BILIURERERGAFERRREDNIT,
HigENAE AMP kiR B E. B, WIERRRE; REBALANRGHEMTIZZNRNIERH)ELEER
MEBATIRN (EEXBEIEXHET, BEEIEBIESITE) . #T%, RFEARNOEKER, MARKEE
FTFAE SRR o

E5: SROAN Wz wEMEL, BBITRAEER “E31” TRSNRGMESEERTM, 1532
TH%&&%P&NHH FHZGH/SERABEXIIFEEREANRGERNIL. RELTRETIX
HEA2RITRIETT (REFIEER)

AEFAV AR RIIEWEER) 1600 ZMEMBEREREARTD, H 103 HAT “RIPEKER" PEAR SMB HAIFHL
RN (HRAFEILE 51MB) .

AR MREBRPBWACHANDLRKR, SEMBEKME SNFAR, AEATEEREMERE. ITH
REANEAMS, THERMRERREIE.

B8 1 BRAVP EHIAR, RRIEE “HE > “ER .

4 https://docs.amp.cisco.com/FireAMPQuickStartGuide.pdf
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37 - AMP 1RIPZREG
Policies

All Products | Windows | Android Mac

Audit Policy
FireAMP Windows
No description

® View Changes
Domain Controller Policy

FireAMP Windows
No description

® View Changes
Protect Policy

FireAMP Windows
No description

® View Changes

FR3

38 - YRIEIRERRY “M T B

2016 £ 9 A
, RERE “RE” .
Linux
_Ea”copy (£ Edit | | 0 Delete
Ean:omr. (& Edit | | T Delete
Ea copy | [& Edlt [ Delete

RENZRIEE “XXfB” RTF, RERITERN, HFREZAIXHRD.

Cancel Update Policy

General File Network
Modes (i}
File Conviction Mode | Quarantine ¥
Monitor File Copies and Moves v
Monitor Process Execution ¥
On Execute Mode | Passive
Maximum Scan File Size | 50 MB o

Maximum Archive Scan File Size

50 MB
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W E&IMKIX (DFC) AILATEIRSKFE LR IREBIEEIE, M ARIMEIMNIERLHEFANER.
$R 4 EEE MR R, R DFC BN “PHIE” , FHikd “KiEHEE" .

39 - RIEIREREY “WEK” B

Cancel Update Policy

General File Metwaork
Device Flow Correlation (DFC) O
Enable DFC ¥
Detection Action Blocking v i
Terminate and Quarantine ¥ 0
Data Source Custom and Sourcefire ¥

5! AERLLIEEZ T, FREAEERERETMERTHNAIINBRE, HARFEEEHBENX
Bt

$ES TAkE, Rfr “EHREE .

FBR AMP Threat Grid APl A T Baig R X170 . HAECEBNNZET, LIARERFRKFE RN E
ZHMUIE, URREFESRARGRTH, BASHTHNAEXHTHESahERENEER . KA ERM
FWiERE, BARAUREKFIL SR ERBAXHEH#E. API BRFMRERZRE.

$ER6 ORIk “tkP” > “Ar s > “URIET
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SAFE &&= R ITIER
SB7 £ “Thee” T, BA “BRkHEERELRIHNOXH" , %E Threat Grid APl %8 (NREHFEM

BIKF) , 1% “BRSTHNEXIERE” BHRMERE, HEERFEENASHALIRMELN
g, REemE “EfMERRE” .

& 40 - AMP ik RO 598 B

Features
Request and store files from endpoints Disable... Q Requires e
Two Step Verification
3rd Party API Access Configure API Credentials o
®  Documentation

Cisco AMP Threat Grid API

Aplkey é‘} ***»***************¥:1|_i36d|-‘l1l USEDefauhKey

80% (200 of 250)

Daily submissions for Automatic Analysis C

VM image for analysis Windows 7x64 ¥

Update Submission Setfings

$IR8 SERfE, REINEE “EH UEHKAIRE
ME, BRBNN, UEFRSEETHRITCH NG ENELE T H I IRIIEE.

$E]9 ORIk “atr” > “BiB” > “BEBMTIN .
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$IE 10 EFEARBRABEHNTTNARER, ResdE “NA” .

41 - BH AMP Bai5 R
< Automatic Analysis Configuration

This enables automatic analysis for Low Prevalence Executables per group.

‘ 1 selected - ‘

L Audit

L Domain Controller

& server

. Triage

—BEEET B, REEETHITIHSERINNEHERZ—R. FireAMP REMEHEETTHL
FireAMP ZEEH#25E KX . RREBINHE, REASHXHREREXHDTINE. RE, BN “XHE2F” I
HAEENTHER. WRE—BRNEARQRRXH, BAUE “XHEREE" PREXHRBRT.
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56 e

Rt E—MERRRE ZIIEMNAFEIA T HETR: - TMEERERMEMEW ML, B Windows Ak5E%
MEFImIEEAER, HEERMEENERMEE. WA ELRIBEMERE. DNS % (#@id Umbrella 52
W) FEELELEE AMP .

ENRNEZREER A, TELABERS M IIEWHFHFEMAN Active Directory 13i. RfE, BLEMN LIEIHEIL
RSB EZHMFRIETT. ETR, HMBHIRZEEEBZE Microsoft Exchange, FH AR FSIZMM K, (Xt
DENENLEHEBHE—M) . &5, ERFLRERENRETR 4 PIEERJLA BB A BRI HE SR E F4E P i A
& M.

xR 4-MARGHR G L=
MK BRGIRYR R
XPsp3x86 | Win7sp1x64 | Win10x64 | 2008R2 2012R2 | 2012R2 2012R2
Enterprise | Enterprise | LOW-FS HIGH-FS AD Exchange

Java Jre-6u45 | Jre-7u80 Jre-8u91

Microsoft Office 2007 2013 2016

Firefox 5 20 47

MS IE 8 10 11 8 11 11 11
Acrobat Reader 10 11 DC

Adobe Flash 12 18 21

MS .net 2 35 4.5 3.5 3.5+4.5 3.5+4.5
MS Silverlight 3 4 5.1

C++ 9.0.3 9.0.3 9.0.3

NP X ] X ] X H] X X XK H] X
DNS ZJ AD B =] | =] B B B
A AD B =] =] B B =] B
FB7S 1P AN % B =] =] B B =] =]

21 MNRIMBEREAERLERG LEB1T, BETARXUATERAEL: BRETNREANIBRARNERRGE.
EEFEEERAFPNR, URARMMNELZTRMBOREB SR, EMERGRTHIT DNS BB HFEMTHE
EBBITHMRERRERER. BIVAA, IREAERNEHEARN C2 HIER XA, MXERATEER
%75 FIEETAE, FRAFRATREENE—ZN P HIER.

BT AMAHEAREMN Threat Grid X HTFMEREIREY, Bt L&EERH LR SHA-256 BT EHHITIRER,
AMP 3 EIRZIH XL . AT SRR TR EMERERA, BRIMERERTEHIENSIRREFIZST
PATXHHBA LR ENEARTOER, EAZMRRHFERREENNBA T ERIS LI HHINE. Witk
BFUAERA~EPUARE B XX o ThEE.
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+
IL,\.Z

MERHR— MR BELRATWESARNEE. BRARET—BEFE, AR~ ETENAEL S,

AERFRAUEIBHRAREZZITHER, LEEARBRNNA M SR KRB R GITHIFZ 2 ZRM
(ST Wi 8

FRARRESEREGBRS R, NN EEREESTREIRIEBNIGSRIZHARIPAETEA 30 253 4 NE,
SEERTIT F0tE - 100 X °,

BRERREEHMNETRERE. RELMFIRERES], LUEENRRE IR E R TR DS,

B ENMERELEERS ZMZRENEMES, 1158 www.cisco.com/go/ransomware .

5 http://www.cisco.com/c/m/en_us/offers/sc04/2016-annual-security-report/index.html?KeyCode=001031927
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5% gR

BEH SAFE St ZEeMALR:
WWW.cisco.com/qo/safe

BRoittte4:

http://www.cisco.com/web/products/security/cloud email/index.html

BREpERE: http [lwww.cisco.com/c/en/us/products/security/email-security/index.html

BEREH URL AR SR ESEK:
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html
IG- teocv

B I0S 2%

https://www.opendns.com/enterprise-security/threat-enforcement/

B Umbrella Roaming B PR & % :
http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf
DNS mfEkEk

http://www.cisco.com/c/en/us/about/security-center/dns-best-practices.html

73 Windows Server 2012 #1 2012 R2 i% & DNS 4% :
https://support.opendns.com/entries/47071344-Windows-Server-2012-and-2012-R2

Er_léﬁlﬁ'ﬁﬂ']:uf—lm—&u $A1£HZE*F

http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/index.html

IL;‘%‘I']_]’)&IL.\ $A1¢1%?F

http://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html

BH Talos - £ERIBANIBIR :

http://www.cisco.com/c/en/us/products/security/talos.html
HEHl ThreatGrid:
http://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html

BRIMEZRSE: hitp://www.cisco.com/c/en/us/products/security/web-security/index.html

4% B 15 Rk 2%
http://www.cisco.com/c/en/us/solutions/enterprise-networks/enterprise-network-security/net-sensor.htmi
B Hl Stealthwatch:

http://www.cisco.com/c/en/us/products/security/stealthwatch/index.html

SKF TrustSec FER FRARSZ5IEE (MERIAITSS)
http://www.cisco.com/c/en/us/solutions/enterprise-networks/enterprise-network-security/net-enforcer.html
BRMRIRE S B RIR TR :

http://www.cisco.com/c/en/us/solutions/enterprise-networks/rapid-threat-containment/index.htmi

B Firepower B3l :
http://www.cisco.com/c/en/us/products/security/firesight-management-center/index.html
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AL St VF VLAN ZiEld
FifHR
A
JB%5 8 VLAN Clients VLAN 1 Clients VLAN 2
10.103.103.0/24 10.1.1.0/24 10.2.2.0/24
= z = = 03
XP1 Win?-1 Win101 X3 Win?-3 Winl0-3
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Exchange2013 XSRS 3 BR 5 R IE
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I OO OO ) T
#T ODNS, Hit DNS xp-2 Win?-2 Winl0D-2 xr4 Win74 Winl04
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