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36 - Umbrella fE - 152536
Activity Search ~ RN

ke

Activity Search - All identities - All Destinations - All IPs - All Responses - Last 24 hours (UTC-07.00 Change time zone) - All Categories -
All Security Categories

Time ati Record gory Identity X Intemal [P
Jul. 29, 2016 3:31:28 PM (] ssl.google-analytics.com A Search Engines 1 Devnet-7 31.220.65.225 N/A
Jul. 28, 2016 3:31:28 PM (] js-agent.newrelic.com A Software/Technology. Bu... | [ Devnet-T 31.220.65.225 N/A
Jul. 25, 2016 3:31:26 PM (] bam.nr-data.net A Software/Technology 1 Devnet-T 31.220.65.225 N/A
Jul. 29, 2016 3:31:26 PM devnet letmein.ml A Malware Devnet-T 31.220.65.225 N/A
Jul. 29, 2016 3:31:25 PM 0 WIWW.CISCO.Com A Software/Technology. Bu... | [ Devnet-7 31.220.65.225 N/A
Jul. 28, 2016 3:31:25 PM devnet.letmein.ml A Malware I Devnet-T 31.220.65.225 N/A
Jul. 25, 2016 3:31:06 PM (] c.global-ssl fastly.net A ﬁgﬁ My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:31:04 PM devnet.letmein.ml A Malware ﬁiﬁ My DNS Server ... 31.220.65.226 N/A
Jul. 29, 2016 3:31:03 PM O WIWW.CISCO.Com A Software/Technology, Bu... ﬁ% My DNS Server ... 31.220.65.225 N/A
Jul 29, 2016 3:31:03 PM I devnet letmein.ml A Malware lsﬁ My DNS Server 31.220.65.225 N/A
Jul. 29, 2016 3:30:24 PM whitehouse.com Parked Domains, Nudity,... |fg& My DNS Server ... 31.220.65.225 N/A
Jul. 29,2016 | 3:30:14PM My DNS Server... 3122065225 |NIA
Jul. 29, 2016 3:30:12 PM pornhouse.com A Parnegraphy, Sexuality == My DNS Server ... 31.220.65.225 MN/A
Jul 29, 2016 3:29:53 PM 1 clients1.google com A Search Engines iﬂ My DNS Server 31.220.65.225 N/A
Jul. 29, 2016 3:29:53 PM (] bam.nr-data.net A Software/Technology ﬁ!ﬁ My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:29:50 PM www.box._net A File Storage, Business S... }% My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:29:44 PM ssl.google-analytics.com A Search Engines ﬁ!ﬁ My DNS Server ... 31.220.65.225 MN/A
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HA&iS N BRSREELRAR (AMP)

AMP 2—METFT =/ “HREEIRS” MRAAFR. HIZREKFGE, BEERERE, AEELIKLIHME AMP 2
BUERRR. iﬁm%m@ﬁﬁmFMmmm&hMmemﬁAMmm%%MLﬁ% NRELBFRSHIPRFAR
H, FEANNEENBEEAMSER AMP AAB=EMIES, BiZZRAEAEREREIEINERZA.

BRER FireAMP 25| 88, RERETREXRERRS. ﬂﬁ%THh%“ﬁL RYERIRIEECE FireAMP If
B GERRESRGIINA WERE, BERBURGEE., XESBUNEESHE (PENIERE) 4, it
TBEE.

ATRABRRBEANNINZRGGE, ERTRUATIINEELRE. BILIURERERGAFERRREDNIT,
HigENAE AMP kiR B E. B, WIERRRE; REBALANRGHEMTIZZNRNIERH)ELEER
MEBATIRN (EEXBEIEXHET, BEEIEBIESITE) . #T%, RFEARNOEKER, MARKEE
FTFAE SRR o

E5: SROAN Wz wEMEL, BBITRAEER “E31” TRSNRGMESEERTM, 1532
TH%&&%P&NHH FHZGH/SERABEXIIFEEREANRGERNIL. RELTRETIX
HEA2RITRIETT (REFIEER)

AEFAV AR RIIEWEER) 1600 ZMEMBEREREARTD, H 103 HAT “RIPEKER" PEAR SMB HAIFHL
RN (HRAFEILE 51MB) .

AR MREBRPBWACHANDLRKR, SEMBEKME SNFAR, AEATEEREMERE. ITH
REANEAMS, THERMRERREIE.

B8 1 BRAVP EHIAR, RRIEE “HE > “ER .

4 https://docs.amp.cisco.com/FireAMPQuickStartGuide.pdf
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37 - AMP 1RIPZREG
Policies

All Products | Windows | Android Mac

Audit Policy
FireAMP Windows
No description

® View Changes
Domain Controller Policy

FireAMP Windows
No description

® View Changes
Protect Policy

FireAMP Windows
No description

® View Changes

FR3
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2016 £ 9 A
, RERE “RE” .
Linux
_Ea”copy (£ Edit | | 0 Delete
Ean:omr. (& Edit | | T Delete
Ea copy | [& Edlt [ Delete

RENZRIEE “XXfB” RTF, RERITERN, HFREZAIXHRD.

Cancel Update Policy

General File Network
Modes (i}
File Conviction Mode | Quarantine ¥
Monitor File Copies and Moves v
Monitor Process Execution ¥
On Execute Mode | Passive
Maximum Scan File Size | 50 MB o

Maximum Archive Scan File Size

50 MB
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W E&IMKIX (DFC) AILATEIRSKFE LR IREBIEEIE, M ARIMEIMNIERLHEFANER.
$R 4 EEE MR R, R DFC BN “PHIE” , FHikd “KiEHEE" .

39 - RIEIREREY “WEK” B

Cancel Update Policy

General File Metwaork
Device Flow Correlation (DFC) O
Enable DFC ¥
Detection Action Blocking v i
Terminate and Quarantine ¥ 0
Data Source Custom and Sourcefire ¥

5! AERLLIEEZ T, FREAEERERETMERTHNAIINBRE, HARFEEEHBENX
Bt

$ES TAkE, Rfr “EHREE .

FBR AMP Threat Grid APl A T Baig R X170 . HAECEBNNZET, LIARERFRKFE RN E
ZHMUIE, URREFESRARGRTH, BASHTHNAEXHTHESahERENEER . KA ERM
FWiERE, BARAUREKFIL SR ERBAXHEH#E. API BRFMRERZRE.

$ER6 ORIk “tkP” > “Ar s > “URIET
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SAFE &&= R ITIER
SB7 £ “Thee” T, BA “BRkHEERELRIHNOXH" , %E Threat Grid APl %8 (NREHFEM

BIKF) , 1% “BRSTHNEXIERE” BHRMERE, HEERFEENASHALIRMELN
g, REemE “EfMERRE” .

& 40 - AMP ik RO 598 B

Features
Request and store files from endpoints Disable... Q Requires e
Two Step Verification
3rd Party API Access Configure API Credentials o
®  Documentation

Cisco AMP Threat Grid API

Aplkey é‘} ***»***************¥:1|_i36d|-‘l1l USEDefauhKey

80% (200 of 250)

Daily submissions for Automatic Analysis C

VM image for analysis Windows 7x64 ¥

Update Submission Setfings

$IR8 SERfE, REINEE “EH UEHKAIRE
ME, BRBNN, UEFRSEETHRITCH NG ENELE T H I IRIIEE.

$E]9 ORIk “atr” > “BiB” > “BEBMTIN .
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$IE 10 EFEARBRABEHNTTNARER, ResdE “NA” .

41 - BH AMP Bai5 R
< Automatic Analysis Configuration

This enables automatic analysis for Low Prevalence Executables per group.

‘ 1 selected - ‘

L Audit

L Domain Controller

& server

. Triage

—BEEET B, REEETHITIHSERINNEHERZ—R. FireAMP REMEHEETTHL
FireAMP ZEEH#25E KX . RREBINHE, REASHXHREREXHDTINE. RE, BN “XHE2F” I
HAEENTHER. WRE—BRNEARQRRXH, BAUE “XHEREE" PREXHRBRT.
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56 e

Rt E—MERRRE ZIIEMNAFEIA T HETR: - TMEERERMEMEW ML, B Windows Ak5E%
MEFImIEEAER, HEERMEENERMEE. WA ELRIBEMERE. DNS % (#@id Umbrella 52
W) FEELELEE AMP .

ENRNEZREER A, TELABERS M IIEWHFHFEMAN Active Directory 13i. RfE, BLEMN LIEIHEIL
RSB EZHMFRIETT. ETR, HMBHIRZEEEBZE Microsoft Exchange, FH AR FSIZMM K, (Xt
DENENLEHEBHE—M) . &5, ERFLRERENRETR 4 PIEERJLA BB A BRI HE SR E F4E P i A
& M.

xR 4-MARGHR G L=
MK BRGIRYR R
XPsp3x86 | Win7sp1x64 | Win10x64 | 2008R2 2012R2 | 2012R2 2012R2
Enterprise | Enterprise | LOW-FS HIGH-FS AD Exchange

Java Jre-6u45 | Jre-7u80 Jre-8u91

Microsoft Office 2007 2013 2016

Firefox 5 20 47

MS IE 8 10 11 8 11 11 11
Acrobat Reader 10 11 DC

Adobe Flash 12 18 21

MS .net 2 35 4.5 3.5 3.5+4.5 3.5+4.5
MS Silverlight 3 4 5.1

C++ 9.0.3 9.0.3 9.0.3

NP X ] X ] X H] X X XK H] X
DNS ZJ AD B =] | =] B B B
A AD B =] =] B B =] B
FB7S 1P AN % B =] =] B B =] =]

21 MNRIMBEREAERLERG LEB1T, BETARXUATERAEL: BRETNREANIBRARNERRGE.
EEFEEERAFPNR, URARMMNELZTRMBOREB SR, EMERGRTHIT DNS BB HFEMTHE
EBBITHMRERRERER. BIVAA, IREAERNEHEARN C2 HIER XA, MXERATEER
%75 FIEETAE, FRAFRATREENE—ZN P HIER.

BT AMAHEAREMN Threat Grid X HTFMEREIREY, Bt L&EERH LR SHA-256 BT EHHITIRER,
AMP 3 EIRZIH XL . AT SRR TR EMERERA, BRIMERERTEHIENSIRREFIZST
PATXHHBA LR ENEARTOER, EAZMRRHFERREENNBA T ERIS LI HHINE. Witk
BFUAERA~EPUARE B XX o ThEE.
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IL,\.Z

MERHR— MR BELRATWESARNEE. BRARET—BEFE, AR~ ETENAEL S,

AERFRAUEIBHRAREZZITHER, LEEARBRNNA M SR KRB R GITHIFZ 2 ZRM
(ST Wi 8

FRARRESEREGBRS R, NN EEREESTREIRIEBNIGSRIZHARIPAETEA 30 253 4 NE,
SEERTIT F0tE - 100 X °,

BRERREEHMNETRERE. RELMFIRERES], LUEENRRE IR E R TR DS,

B ENMERELEERS ZMZRENEMES, 1158 www.cisco.com/go/ransomware .

5 http://www.cisco.com/c/m/en_us/offers/sc04/2016-annual-security-report/index.html?KeyCode=001031927
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BEH SAFE St ZEeMALR:
WWW.cisco.com/qo/safe

BRoittte4:

http://www.cisco.com/web/products/security/cloud email/index.html

BREpERE: http [lwww.cisco.com/c/en/us/products/security/email-security/index.html

BEREH URL AR SR ESEK:
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html
IG- teocv

B I0S 2%

https://www.opendns.com/enterprise-security/threat-enforcement/

B Umbrella Roaming B PR & % :
http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf
DNS mfEkEk

http://www.cisco.com/c/en/us/about/security-center/dns-best-practices.html

73 Windows Server 2012 #1 2012 R2 i% & DNS 4% :
https://support.opendns.com/entries/47071344-Windows-Server-2012-and-2012-R2

Er_léﬁlﬁ'ﬁﬂ']:uf—lm—&u $A1£HZE*F

http://www.cisco.com/c/en/us/products/security/fireamp-endpoints/index.html

IL;‘%‘I']_]’)&IL.\ $A1¢1%?F

http://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html

BH Talos - £ERIBANIBIR :

http://www.cisco.com/c/en/us/products/security/talos.html
HEHl ThreatGrid:
http://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html

BRIMEZRSE: hitp://www.cisco.com/c/en/us/products/security/web-security/index.html

4% B 15 Rk 2%
http://www.cisco.com/c/en/us/solutions/enterprise-networks/enterprise-network-security/net-sensor.htmi
B Hl Stealthwatch:

http://www.cisco.com/c/en/us/products/security/stealthwatch/index.html

SKF TrustSec FER FRARSZ5IEE (MERIAITSS)
http://www.cisco.com/c/en/us/solutions/enterprise-networks/enterprise-network-security/net-enforcer.html
BRMRIRE S B RIR TR :

http://www.cisco.com/c/en/us/solutions/enterprise-networks/rapid-threat-containment/index.htmi

B Firepower B3l :
http://www.cisco.com/c/en/us/products/security/firesight-management-center/index.html
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